Spirent Security

Realistic Preemptive Intelligence

Hardening Defenses Against Tomorrow’s Attacks
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Modern Enterprise Perimeter NGFW-Traffic Mix for Firewall, IPS and NGFW tests
Blend of ~70% HTTPS and ~30% HTTP
~10K unique URLs
21000 unique EQDNs
~400 uniquerCerts
~80 Apps
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Next Generation Security & Performance Testing
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Validate security coverage from enterprisedo carrier-grade network capacity

e

Firewalls (FW)
Intrusion Prevention (IPS)

‘ Application Delivery (ADC)
Advanced Threat Protection (ATP)
Secure Web Gateway (SWG)
Secure Mail Gateway
Unified Threat Management;(UTM)
Web Application Eirewall (WAF)

Next Generation Firewalls (NGFW)
Next Generation Intrusion Prevention (NGIPS)

Distributed Denial-of-Service Protection
(DDoS)

Software Defined WAN (SD-WAN)
Data Loss Prevention (DLP)
Enterprise Routers

Secure Routers

Video Gateways
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A 'Security and Applications

cybeaflood sectritylabs

Security and Performance Testing Extending Your Cyber Security Team
for App-Aware Solutions to Identify and Mitigate Risk
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SecurityLaba Overview
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Team of e perLen d ecurlty specr :_,_\&ist-s providing complete range of security services
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Spirent SecurityLabs PenTesting Methodology

Web Application

Input Validation - .
¥ XSS n
*  SQL Injection
»  BufferOverflo

w

* Phishing

* CSRF

+ Cookie
Security

Authentication
Authorization

Boundary

Encryption usage
Lockout

Brute force .
SSL/TLS Weakness
Policy Compliance .
Static Code Analysis
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Mobile Application

Dynamic Analysis
Binary Code Analysis
Device End Security

Sensitive information
stored in cache
Unencrypted Data
Storage

Unrestricted File
Upload

Files inspection
Excess Permissions
and Privileges
Device Lockout

policy

Authentication/
Authorization
Encryption usage

Network & Wireless

Insecure Server
Configuration

Default System Passwords

Unpatched systems
Known Vulnerabilities &
Exploits

Insecure Firewall
Configuration
Information Leakage
Improper Error Handling
Data Exfiltration

Evil Twin

Weak cryptographic keys
Vulnerable Ciphers and
Protocols

User Demonization
Jamming
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Embedded Device

= Device Firmware
Analysis

= Binary Code
Analysis

= Webservices review

= Authentication
bypass

= Authorization logic

= Encryption usage

= Underlying Software
& application
evaluation

= Unencrypted
Communication

= Spoofing

= Fuzzing
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